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.<+> s¥Wn 8D sp ,—on KRN OBWN o -k I . P KIREIBA-IW —ORIAF - Hash & nW oBp - (Rsfl-fo & HashifK) Manage Certificate Hashes o
.<ins> sWn KD, sp ,SFKPAYFNNTYN .<del> s¥Wn 8D, sp Hash -pa s dhm
.O7¥n N oNWN Rs-"n Rs nen — Set FQDN o
.PKI DNS -p & W-¢%n nep - Set PKI DNS suffix o

0O O0O0O0O0 O 00O

TLS PSK
(DiBB#) "In-process" OBWO n-Bn HfOs— pnepn Rse Esi” nsPFa-flol—¥-o PID/PPS -n & ps@™# —o pnep .TLS PSK & p-Bn —nep —61), —nepp o 8- nKWn e¢P

(ABCD-1234-ABCD-1234-ABCD-1234-ABCD-1234 :PPS ;ABCD-1234 :PID ,(#b1{¥) .§s ¢KOO PPS - PID -na N .PPS - PID -n nep - Set PID and PPS
Not-started" - -K p-BBn 8s— pnenn OBW 11" GO —WH NIK Rso .pnenn B OBW o k¥ —K¢s '0000-0000-0000-0000-0000-0000-0000-0000" & PPS Gl - nln
.(R¢n o) "

.nafle Dpn—n €% MEBX -n ,PPS --PID KNXRS .ME -ERIFSHRIA I PPS - PID -p s - Delete PID and PPS
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Set PID and PPS
Delete PID and PPS =x
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

cause Intel(R) AMT partial unprovision

s="%¢ n-B Dp€Os —nep - TLS PKI
:s—"4%¢ N-Breni RsPEIP NS RsPlls . TLS PKI & niKWn &P ” —oBWIK s—"%W n-Bp H¢0s -¢-Po

(s-"% n-B HAOs N-&K/ - Pa) Remote Configuration Enable/Disable
Manage Certificate Hashes

Set FQDN

Set PKI DNS Suffix
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Renote Configuration Enable/Disable =

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix
Return to Previous Menu

[ESC1=Exit [t4]1=Select [ENTER]I=Access

cause Intel(R) AMT partial unprovision

(s~ n-BIOs -G/ - Pa) Remote Configuration Enable/Disable

W RPK o Go ,—oB—W RNl NI GIPn —-Po NE-KW (s—"% p-B 1p¢0s) Remote Configuration -Pap Rsa .(&&K) Disable --( - Pa) Enable ip 6% K —¢-Pop
.Remote Configuration Pl nl), e

.NsPFo-Io OBWO —o (-sWn Nn"Wn OO0 oBWC ©Wn onh s N GWP —KN RIZK .~ —Po —KN RIZK of ,[LBOW n-Bn H@0s- pnepn GINn 160
(D#B#) In-process OBWO n-in HOs— menn Rso s nsPFo-ol Rsfi-o s~ n-BOMOs N N-EK o —Po
(Rs@-la N HashMNf@i€) Manage Certificate Hashes

8{n"# (6 Hash plBs .Manage Certificate Hashes &Pn s offBpi ¢nm (s—"¥ p-B :#Os) Remote Configuration €f P n ” Manage Certificate Hashes - P26 "6
I BIRR Hash S N-os Wk . AR5
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Renote Configuration Enable/Disable ==

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix
Return to Previous Menu

Hash Name i Default
eriSign Class 3 Primary CA-G1 [=]
VeriSign Class 3 Primary CA-G3 [=]
Go Daddy Class Z CA [*]
Starfield Class 2 CA [#]1

[ESCI=Exit [INS1=Add [DEL1=Del [+]=Active [ENTER]=Vieu

:Manage Certificate Hash GO RIAMAA RIYONRIBAN . WO Hash -nR-AR-KEA D RIEW —N-1-sPPRRNN-m (Rs(l-¢o & Hash#¥k) Manage Certificate Hash G#h

GIFW N - Escape s¥W 1

O (o Rso-W -{s Hash PF-p - Insert s 1
"W —"OK Rsfl~{lan Hash s¢"# - Delete s¥# 1
"QK -{an Hash NIDPNOBM KL - <+> 1

"©¥ -{an Hash & Rs&Pn eBp — Enter s¥¢ 1

@s Rso-4# Hash PF-p

.Hash -p Rs @ s6%n &¥s& nn eB-¥ .Manage Certificate Hash@G#0 <Insert> sp 1.
.—fap Hash €1, @ mE'nk $6 ,<Enter> Nl psp "o ANRNRIZ— 32 €20 Ik & Hash -p Rs .Hash -nRonZnRGND, 2.
+forr'—n) Invalid Hash Certificate Entered - Try Again pfn-pp ef- "o ,pk-mKn@ked Hash -n@KonZNGERD, .RYD 20 & INWIBNFsn PR¥ o-nfop Hash @) 3.
.Hash -n & REOPP OBWN o ¢nepX $6 ,<Enter> 8D, psp "oN .(6-nFK - "R Hash
{fls Rso-¥¥n Hash -n & REH,PP OBWN o ¢nepk Pow —* pRfs 4.
NIDPNRM-FAIORSWN Hash -n - () Yes o
.EPS G-6 WK VA_Hash - (Rn"% ¢6) () No o

Hash s@"™w
nOrHe ek Manage Certificate Hash G#4© <Delete> sp 1.
Delete this certificate hash? (YN
(N " —flo Hash s##)
."OK -{an Hash o s-"#Wh PoW - -Pa 2.
."OK Hash -no s ¢nm FW 8o nn-pp o "NE MEBx - () Yes o
[(s—"% p-B 10s) Remote Configuration No ("~ "6k Hash -na s"#{ o MEBx - (&) No o
NI PEBARCHE
nOnHre el Manage Certificate Hash @0 <+> sn
Change the active state of this hash (Y/'N
.PSK sPTo GNNWO W W' Hash -[KIBWNZDPAN Hash nep .”6K -@an Hash RNEHPn OBWNo nPERNW - na (Y) €6-2" n6- .((¥Ym) 71 Hash & RED.Pn OBWN o —i¥)
-@> Hash eBp
RWngo OB REDPn OBWN--on Hash @ik ,Hash -p Rs : RNN-m-RZoB-#'OKfon Hash ¥ Rs¢&Pn .Manage Certificate Hash @G0 <Enter> s
(FQDN nep) Set FQDN

(FQDN - Fully Qualified Domain Name) a&¥n Rs—"n Rs & RZ'ni sO ,(s—"% p-B HfOs) Remote Configuration € P n ” (FQDN nep) Set FQDN - Pan ¢”6 06
.nsP¥op N
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Renote Configuration Enable/Disable ==

Manage Certificate Hashes

Set FODN

Set PKI DNS Suffix

Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit
(PKI DNS N W—-@Fn nen) Set PKI DNS Suffix

# PKI DNS Suffix -n @ wg“nk s6 ,(s—"% p-B HfO0s) Remote Configuration € P n ” (PKI DNS & ¥W-{¥n nep) Set PKI DNS Suffix - Pap ¢"6 056
LEPS -© WK "PWn GI) .nsPFon
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Renote Configuration Enable/Disable ==

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix

Return to Previous Menu

Enter PKI DNS Suffix

[ESC1=Exit [ENTER1=Submit

(psP¥o-@) Un-provision

:nsPFo-Ifo MRsflo-F n-NRSKY .—(l-sWn Nn"¥Wn ¢ —nepi Intel AMT -B o FPoN PoW (nsPFo-@) Un-Provision - Pap

(-K{L ot -K MEBX WF({F .PID/PPS -p o nffoW Ga ,npidn"Wn@o ¢mOM Intel AMT —-nep N o FPoWw - -Pa - (sN” psPFo-@) Partial Un-provision
KL oM —K MEBX WHLF .1 PfRINDNIK ,PID/PPS @RIMERS i N Wn @10 ¢ Intel AMT —nep & o FPowW - —Po — (nolW nsPFo-@) Full Un-provision
MEBX WFIF . TERIONA , PID/PPSRYMRS .Rsp M Wn 70 IImiA Rs@man 8 o sk - -Po .MEBX -O NI niflo ' nsPFo-fla - Po - (CMOSEK) CMOS clear
(D - oW WHRIN) CMOS -no—skit GIRD, ,— -Po NEOPIN Inm .(admin) Rn"#n £O ChN FPow

VLAN

.(1-4094) VLAN Tag @ #neni ¢ , P- oW VLAN M3 Rss .Intel AMT-@0, VLAN -© nm@Wp o NeKW —o Pow -” -Po
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Host Name
TCP/IP
Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER1=Rccess

[VLAN Disabled]
Enable VLAN: (Y/N)

SOL/IDE-R
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[ ]

Host Name

ICP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

Secure Firmnware Update

[ESCI=Exit [t41=Select [ENTER1=Access

(P-oW / #MH4¥) DISABLED** / ENABLED - (nWF{¥- W Rs) Username and Password 1
R .Kerberos €n Wwn -W({s o nep- (M4K¥) Disabled -“ -Pa nen ,Kerberos &-s—&-PO-WINOKRso .SOL/IDER -RENP -O0), W¥n -W(lo o sPTW - -Pa
.SOL/IDER -R{D,PO W —W(o NEKN —o PolN C-PoO ,Kerberos -6 -W( pHk

(P-oW / M¥) DISABLED** / ENABLED - (SOL) Serial-Over-LAN 1

N-DIKD 3-TW o Intel AMT Rn-Wn "—shn - T NENP/ENs D o "W OKN PowW SOL

(P-oW /M) DISABLED** / ENABLED - (IDE-R) IDE Redirection

NI PO - sTIN-K-W Intel AMT Bp—KWn "—sNn o N"oR PoW IDE-R

("ee-awi“spHnml,) Secure Firmware Update

D NI N T Wt RsRssP-F# ol Rso . NNIKW N NWF(F- W RSO Secure firmware update pk-nm .RILEO-SH[1-s I8/ Po PoW -“ - Pa
["-$n3 RN R

.LMS RN @ RID-D RIEO-S 15 (Il "EO-oW NEH —DBWe0 n-sp o Rimn G-PaO , P-o W secure firmware update pk-mnp am
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TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update|

Set PRIC

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ 1 DISABLED,

[«] ENABLED

(PRTC nep) Set PRTC

G3) KW sTPD OBW GNIWO PRTC & (No-%l- ns—""i W PRTC G nep .1/4/2021 - 1/1/2004 o-ndls-"RerdE"—E .(YYYY:MM:DD:HH:MM:SS) (UTC) GMT ¢k66 PRTCh
.-eo & nsPFa Rseno s oB—wW — n-B .(
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TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnvare Update

Set PRIC

Enter PRIC in GMT(UTC) format (YYYY:MM:DD:HH:MM:5S)

[ESCI1=Exit [ENTER1=Submit

(-NCOPT-"NRAR sTP) Idle Timeout

— QAN ~ 0P "o 1O 140 o s Js— FKmiK 1 W sTP . po-WIKRWAIBOBANTIONK ME —n , [ RMEOZPRS, .ME Wol -p N ~NZOP F-" N D sTP o ¢nepi ¢nm - pnen® wn
—$nO &hn @ D .ME Wol -n & 8¥%"n meB
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Setup and Configuration

Un-Provision

ULAN
SOL/IDE-R

Secure Firmware Update

Set PRIC

Idle Timeout

Return to Previous Menu

Tineout Value (1-65535)

i

[ESC1=Exit

[ENTER1=Submit

DHCPaaP Intel AMT -nepiN p¥e—n

.DHCP OBWO 6"# N n-Bno [-Osi ¢nn , Intel AMT Configuration & §n-61) RsEZFLFO —n-nen Mo nefBw iRk (OGN

DHCPEMB Intel AMT —BN p¥fo—n

R Intel AMT Configuration # Rs¢EWP
.<Enter> sp- "© Intel AMT Configuration
IntelAMT :[¥é6h
_ONDPDD IO & 67D RSN nn* Host Name
NN RsZEEAPN 2 nen
(s WW) Network interface Pa 1 TCP/IP

(DHCPEB#) DHCP Mode P
(amt.intel.com ,f#ef¥) Rs-" Rs nep

Intel AMT 3.0 Mode
Small Business

Provision Model

SOL Pas
IDE-R P2

SOL/IDE-R

P-oW

Remote FW Update

.Microsoft® Windows® npiDPnn MOz O o N's MW "ol— MEBX -W off— -

GSFeBAD 1ntel AMT -nepi Ao

GBE MAC 6-m) MAC -6-m ¢ -nkK ©"#N .(CET OBWO O"W R-Bno J-Osk ¢nm , Intel AMT Configuration & $n-61), RSEZFLFO —-n-nen & e Nl RN NOEN

JEFOBHO Intel AMT o fIneni 7K o ,Manageability MACB-n o Rs . (EEFEBAOR-DAIPN (Manageability MAC ©6-m-

(REFEIAD Intel AMT —IBN PAWe—n

R, Intel AMT Configuration N Rs¢&EAP
<Enter> sp- "6 Intel AMT Configuration
IntelAMT : 61 Host Name
RINPNNN RsEEAPN 2 nep
( s WW) Network interface Pa
(DHCPEB#) DHCP Mode N&K
(192.168.0.15 ,(#61) IP 6-m nen
TCP/IP

(255.255.255.0 ,[#biiN) nKW @ TW nep
Ii-ABP-3 ofn R"#n 0 1, ©-m
Pe-oIn - DNS 6-m

NP9 IP-N" DNS ©-m
(amt.intel.com ,f¥#61#¥) Rs-"n Rs @ nen

Intel AMT 3.0 Mode
Small Business

Provision Model

SOL Pa




IDE-R Poa 1

SOL/IDE-R

P-oW Remote FW Update

.Microsoft® Windows® piDPnn MO O o "o MW "ol— MEBX -W off— -

MEBX N Nn"W ¢© —nen

.(MEBx) Intel® Management Engine BIOS Extension -1, Rr{"#n {0 —nep Nm & nW{ ne/Bw mNpi nROEN

admin

Password

Intel ME W-PE&NP -B N Nn"W €6 -nep

(P-oW) *Enabled
(#44¥) Disabled

(nds "-P) * Always Open
("PMRIM-DN) Never Open
(MPW) Restricted

() None
*Intel AMT
ASF

Desktop: ON in SO

Desktop: ON in SO, S3

* Desktop: ON in SO, S3, S4-5

Desktop: ON in SO, ME WolL in S3

Desktop: ON in SO, ME Wol in S3, S4-5

Desktop: ON in SO, S3, S4-5, OFF After Power Loss

Desktop: ON in SO, ME Wol in S3, S4-5, OFF After Power Loss

Lintel ME Platform State Control

Intel ME Firmware Local Update Qualifier
Intel ME Features Control
Manageability Feature Selection

Intel ME Power Control

ME On in Host Sleep States

(SO -EM)PW :ryEN,nK-) Desktop: ON in SO nfn Nn"#n #6 nen ,nmn-WiKKA/ il -5 E-Star N -W¢-TW —B-00, :nln L)

Intel AMT Configuration N N ¢© -nep

PKI :nsPFo O
.©"#%n N nsPFon PSK/PKI ¥W— (K-K & nelBp

0.0.0.0
0

(ABCD-1234 {IK®©) s¢

P-ow

RSELDL RO Hash Po-F s
s
s

N
(P-o% Rsa 5) 0

(MH4¥) Disabled
(P-oW) *Enabled

(M44¥) Disabled
(P-o%¥) *Enabled

(#44#) Disabled
(P-oW) *Enabled

(¥M44¥) Disabled
(P-o%) *Enabled

s

Host Name
TCP/IP
(? s WW NGEKN) Disable Network Interface?
(?NeiiN . P-oW DHCP) DHCP Enabled. Disable?
(Rs—" Rs) Domain Name
Provision Model
(?nEs sTOR - .-®) Enterprise. Change to Small Business?
Setup and Configuration
(?'KpsPFoBip#) Current Provisioning Mode
(nsP¥a W-) Provisioning Record
Provisioning Server
© - m) Provisioning Server Address
(0-65535) (ne{BZPRA¥) Port Number
TLS PSK
(PPS --PID nep) ** Set PID and PPS
(PPS --PID $"%) ** Delete PID and PPS
TLS PKI1
DB DLOs N-&K/ - Po) ** Remote Configuration Enable/Disable

(nsP¥o

(s—"¢

(Rs{l-{> & Hash#{fK) Manage Certificate Hashes
(FQDN nep) Set FQDN
(PKI DNS # #¥-{Fn nep) Set PKI DNS Suffix

3Un-Provision

VLAN
(? PoMN .M VLAN) VLAN Disabled. Enable?
VLAN ID (1-4094)

SOL/IDE-R

(NWFIF- W Rs) Username & Password
Serial Over LAN
(IDE & " ©-(K) IDE Redirection

("so-amizs-nml)y) Secure Firmware Update
(PRTC nep) Set PRTC
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Welcome
Welcome 1o Dell Client Manager Standard, This hardware management solution lets you manage your Dell

Hardware

. View Clignt Systems Discovery
Rasults

. View Client Systems Configured for

Hardware Managemant

+ Hardware Management Tasks
= Sean for Inventory Data
*Scan for Current BIOS Setings
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*Upgrade 803 Verslon
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* ASF Quick Stanl
* AMT Quick Start
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. OptiPlex deskiops and Latitude notebooks from a remote management console
Management capabiliies for certain clder madels as well 25 Dell Inspiron nofebooks and Dimension
desiops are Bmited 1o discovery only. See he Product Guide for a complete list of supported modals.

Dell Client Manager Standard includes a 90 day license. Ifthe license iz allowed to expire, invantory funcions
will cease funcloning. To obitain a free. unlimited icanse rou must register vour product. Gnoe you have
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Getting Started
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PlUS MANagement agents on Me SyS1emS you wish 10 M3Nage - Y0u ré ready 10 enable Rardware
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Flease note at. depending upon your Nelfication Server configuration seflings and other factors, hese
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sener

FIrst Time Setwp, ¥ youv just instaled Alling NoBBCton Server 1or e first Bme, here 36 3 Tew Ngs you
need to do first before you can perform Dell Client Manager tasks. Links to these tasks are found under e
Gefming Started section of the quick start task menu. Also, depending upan your emiranmeant and
management preferences. you may want io consider adjusting some Nosdicaton Server configurabon
oplions to betler suil your neecs.
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DNS Configuration

Intel® AMT device setup and c requires the p
(DNS) Server. The DNS must have nformation for two entities:
= The computer running Intel® SCS Sarver must ba registarad in the DNS

* A configured, operational Intel® AMT device must be registered within DNS

of a Doman Name System

Inteld SCS

The Motification Server with Out of Band Management Solution installed [with i.e. Intel®
5CS Sarver is funning on this computer) must be registarad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain. When it sends its “Hello” message, the Intel® AMT
device first uses the domain name received from the DHCF server. If there is more than one
SCS in the domain, the DNS will altemate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer™ entry and that it
resolves to the comect Intelf SCS Server.

Tei

Resolved "ProvisionServer” IP:

Regolved Intel® SCS IP:

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intal® AMT davices must be configured to have tha same FQDM as the host OS5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it reles on the host OS5
to maintan the DNS racord. For this reason, the Intel® AMT device snoops the DHCP
requasts and rasponses issued by the host 0S. The Intel® AMT device then uses the IP
provided by the DHCP to the host OS5 as its own.

When the hest 05 is down, the Intel® AMT device requests DNS registration of its
configurad FQDN from the DHCP {option B1). This works only if the DNS and DHCP are

Dore.
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DNS Cnnfiguration

Intal® AMT davice sabup and of a Domain Name System

(DNS) Server. The DNS must have ml‘onmabon fnc two enuhes
* The computer running Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must be ragistered within DNS

Inteld SCS

The Motification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Sarver is running on this computer) must be registared in the DNS as "ProvisionServer”.
This must be done in @ach DNS Domain. When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intelf) SCS Server.

Tt

Resclved "ProvisionServer® IP: 192.168.20.10

Resolved Intel® SCS IP: 192.168.20.10

Inteld AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host OS. This stems
from the fact the Inted® AMT device is not a secure DNS client and it relies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S5, The Intel® AMT device then uses the IP
provided by the DHCP to the host 05 as its own.

When the hest 05 is down, the Intel® AMT device requests DNS registration of its
«configurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are
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& [ Colectons
& [ Configuraton
= B3 Intel AMT Gateng Started
B 2 Secton &, Provisonng
= [ Basi Provisionisg (without TLS)
s S1mp 1. Configure D6
£ $3ep 2 Discover Capabities
B ste0 3. veew [t @ ANT Cagatie Comouters
@ Swp 4 Create Profle
W) Step 5 Generate Security Keys
4] Step 6. Configure Automatic Profie Assgrments
W) S3ep 7. Moritor Provisioning Process
@) Step 5. Monitor Profle Assigreents
@ [ Eraée Sacurity (TLE)
& ) Secten 2. Intel® AMT Tasks
® [ Reports
& ] Tasis

DNS Cnnfiguratton

Intel® AMT device setup and c requires

(DNS) Server. The DNS must have nformation for m enuhas.
+ The computer running Intel® SCS Server must be registarad in the DNS
* A configured, operational Intel® AMT device must be registered within DNS

of a Doman Name System

Intels SCS

The Motification Server with Out of Band Management Solution installed [with i.e. Intel®
SCS Sarver is running on this computer) must be registared in the DNS as "ProvisionServar”.
This must be done in each DNS Domain. When it sends its “Hello” message, the Intel® AMT
device first uses the domain name received from the DHCF server. If there is more than one
SCS in the domain, the DNS will altemate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intel®) SCS Server.

Test]

Resolved "ProvisionServer” IP: 192.168.20.10

Resolved Intel® SCS IP: 192.168.20.10

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intal® AMT davices must be configured to have tha same FQDM as the host OS5. This stems
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When the hest 05 is down, the Intel® AMT device requests DNS registration of its

confiqurad FQDN from the DHCP (option B1). This works only if the DNS and DHCP are =
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Generate Security Keys
Mumber of security keys to generate: |50
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Generate Security Keys
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Current Provisioning Mode

Provisioning Record
Provisioning Server

1L PSK 4
1LS PKI

Return to Previous Menu
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1
Manage Certificate Hashes
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Set PKI DNS Suffix
Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTERI=Access

[ 1 DISABLED,
[%1 ENABLED

cause Intel(R) AMT partial unprovision

I BERY Hash JFit-os"Winfi< . NrwWdbm Rsfhe-# Hash n6o .(Rs¢f~flo & Hash&fk) Manage Certificate Hashes afn pap -Pap  91.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1
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Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix
Return to Previous Menu

Hash Name Default
eriSign Class 3 Primary CA-G1 [=]
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Go Daddy Class Z CA [*]
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Set PKI DNS Suffix
Return to Previous Menu
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[ESCI=Exit [ENTER1=Submit
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Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1
Renote Configuration Enable/Disable ==

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix

Return to Previous Menu

Enter PKI DNS Suffix

[ESC1=Exit [ENTER1=Submit

.<Enter> sp .(Rsn-sp &P n“”) Return to Previous Menu "6 22.

Intel(R) Managenent Engine BIOS Extension v3.8.Z2.0084
Copyright (C) 2683-87 Intel Corporation. A1l Rights Reserved.
[ 1
Remote Configuration Enable/Disable s

Manage Certificate Hashes
Set FODN
Set PKI DNS Suffix

Return to Previous Menu|

[ESCI1=Exit [t41=Select [ENTERI=Access

** - may cause Intel(R) ANT partial unprovision

.Intel AMT Configuration &P G- ¢“” - n¥-I)P .<Enter> sn .(Rsn-sn PR n“”) Return to Previous Menu "6 32.
KW 68 0“7 no ,nsPFo-fono S KONIWNON .uBZN & Nn"Wn COR ©”Wn o "W - -Pa .(nsPFo-B) Un-Provision -Pap K, eln  42.
.<Enter> sp .VLAN ”© ,&fPp¥W 52.
:D4P-peep oM
[ VLAN Di sabl ed] Enable VLAN: (Y/N) 1

.<n> sp
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Intel(R) Management Engine BIOS Extension v3.0.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER]=Rccess

[VLAN Disabled]
Enable VLAN: (Y/N)

.<Enter> sn .SOL/IDE-R "6 62.

Intel(R) Management Engine BIOS Extension v3.8.Z2.0084
Copyright (C) 2083-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

Secure Firmware Update

[ESCI1=Exit [t41=Select [ENTERI=Access

10N NWHID KIL-BWN NO- 2 O W NIIP- neen NP 72.

[Caution] Systemresets after configuration changes. Continue: (Y/N) 1
((2/2) :7UnN .N11¥N2 DTT117W OTMR? DIIRN NOunNA [ARINN])

<y> spn



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/1DE-R

Secure Firnware Update

[ESC]=Exit [t41=3elect [ENTER]=Access

[Caution]
Systen resets after configuration changes
Continue: (¥/N)

(Mno o1 wnnun Dw) User name & Password 1
.<Enter> sp M "oN- (P-oW) Enabled "6
.MEBx - s—"% fle ndn W Rk s NE-KW - —Po Rsa .WebGUI -n#W —oWTF{F— Rl JIF—ni Pow - —Po

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/ITE-R

Secure Firnware Update

[ESC]=Exit [t41=Select [ENTER]=Access

Username & Passuord
[ 1 DISABLED

[%] ENABLED

(n'mipn nwl "19 2v "71V) Serial Over LAN 1

.<Enter> sn imw"ol- (P-oW) Enabled ”©



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

Secure Firnware Update

[ESC]=Exit [t41=3elect [ENTER]=Access

Serial Over LAN
[ 1 DISABLED

[«] ENABLED

(IDE 20 wTmn 21n°1) |DE Redirection 1
.<Enter> sp M "sN- (P-oW) Enabled "6

Intel(R) Managenent Engine BIOS Extension v3.8.2.08684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Nane

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

Secure Firnware Update

[ESC]=Exit [t41=8elect [ENTERI=Access

IDE Redirection
[ 1 DISABLED

[»] ENARLED

.(P-oW) Enabled afn 8n"#n ¢O nen .("¥O-sWs-mlp) Secure Firmware Update afn pa®p -Pap  82.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 28@83-67 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update|

Set PRIC

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ 1 DISABLED,

[«] ENABLED

.Set PRTCH)a¥) 92.

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2@83-87 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnvare Update

Set PRIC

Enter PRIC in GMT(UTC) format (YYYY:MM:DD:HH:MM:SS)

[ESCI=Exit [ENTER1=Submit

N-Dh OBW-00, ME —Pol GENRpn & 13 OXO "OK WolL -Po am s Rl p” " sFP .1 offn Nn"Wn €O nep .(-NEHPF-" N’ s¥P) Idle Timeout afn pa6n -Pop  03.
fi-en
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Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 28@83-67 Intel Corporation. All Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmware Update
Set PRIC

Return to Previous Menu

Tineout Value (1-65535)

i

[ESC1=Exit [ENTERI=Submit
.<Enter> sp .(Rsn-sp €ZP&R n”) Return to Previous Menu 76 13.

Intel(R) Managenent Engine BIOS Extension v3.8.Z2.0084
Copyright (C) 2063-87 Intel Corporation. A1l Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmware Update
Set PRIC

Idle Tineout

Return to Previous Menul

[ESCI1=Exit [t41=Select [ENTERI=Access

.<Enter> sp .([Wi{f) Exit "6 23.



Intel(R) Hanagement Engine BIOS Extension v3.8.2.0084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [t41=3elect [ENTER1=Access

:DgP-peen N 33.

Are you sure you want to exit? (Y/N):
((R?/12) 2NR¥? T11¥720 M1V ANR ORN)

<y> s

Intel(R) Managenent Engine BIOS Extension v3.8.Z2.0084
Copyright (C) 2683-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=Select [ENTER1=Access

IRM EXIT 1

fire you sure you want to exit? (i/N):

NTPRRMN-W-men OBWENM BWIKEWN WD NOM o skK- "W o NOM W RNP-W WD 43
.Dell™ ¢/&™## Rso-n MEBX -n .Dell % BIOS -OpRimnR3¥ Dell™ -Ns2-Fd , (diRo ROMNNRW ,(MEBX) Intel® Management Engine BIOS Extension

,@R0JF .(PPS --PID nep) Set PID and PPS -Pap afn SMB OBWO nk pks pn”¢n pnenp .(SMB) dkE-fissB)EBA0 Intel AMT & p-B J:0s— nnen® Rse mw- Dell ©”
(@) EnterpriseRs#40 (Rfsskly) Small Business ne-%# (nsPfo OB¥) Provision Mode - Pap

:ME & n-B D,Z6s pa ,—o-n NOsK .SMBEPAN Intel AMT ¥ p-Bp o H-Osh- SMBEPAR Management Engine o Pol GZRD, ,SMB OB 6" N n-in o H—-Osh- Ineni Inm
.SMBEBAK Intel AMT - Po :Intel AMT & n-B 0.¢6swn SMBEBM Management Engine - Pa

SMBa#AN Management Engine —Pa :ME N p-B 0,¢0s

R0 RORS IO NI ¥-PERPO Intel ME & n-Bp D05 —nep o Pl ¢nm


file:///c:/data/systems/op755/he/amt/deployment.htm

.MEBx RSIHGINI <Ctri><p> s , [ Dell & —o—Nn CP&om ,N-"on GIND CRWO- O"Wno 8NP 1.

etup
Boot Menu

MEBx

www.dell.com

OptiPlex XXX Series

|
BIOS Revision 1.8.1

.<Enter> s .Intel ME Password pn® admi nrsn 2.
.MEBX ®-{/-Po© Rslfl—K{ 1)~ BIO PN Sry"Wn IO WFIT o —dd GIRD, .~ —¢-& ip —oWF(F

Intel(R) Management Engine BIOS Extension v3.8.2.08084
Copyright(C) 28683-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Passuord

[ESC1=Exit [ENTER1=Subnit

.~ RN RSPIAEDL 1Y"n WD niNsn . <Enter> s n .(Intel ME NPT ¢K{) Change Intel ME Password "6 3.
: RYENRI NN pWRLIND,

Ref—i-

" g¢ -

"3 nKEs -9
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Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password|

Exit

Intel(R) New ME Passuord

[ESC1=Exit [ENTER1=Submit

.<Enter> s .(Intel ME & p-B 0:#6s) Intel ME Configuration "8 4.
TSRO R B —¢-Po i-emn ,ME —K-ph & pn-Bp o [-Osk PoW (ME W-PERP N n-B 1¢6s) ME Platform Configuration

Intel (R) Management Engine BIDS Extension v3.8.2.0884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [t4]1=8elect [ENTER]=Access

:DgP-peep N 5.

Systemresets after configuration change. Continue (Y/'N).
(.(2/2) TOnN .NN1¥N "11°W QTR? DIIRN NDOIUNN)

<y> s



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

@<PRs (M) Disabled -8 - nnep K Mo .(P-aW) Enabled afn -* -Pa -0, Bn"#n ¢O nep .(Intel ME OB¥W s6) Intel ME State Control afp nsép -Pap 6.
.(3%) None -B(N-DIKN-mZKK-m@"0) Manageability Feature Selection - Papn @ ni ,Intel AMT o NEKN

[ntel (R) Management Engine BIDS Extension v3.8.2.0884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1
Intel(R) ME Firnuare Local Update Qualifier

Intel(R) ME Features Control r
Intel(R) ME Power Control L4
Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[ 1 DISABLED]
[%1 ENABLED

.<Enter> sp .(Intel ME"-sNAR-s&R-mMOHP#*) Intel ME Firmware Local Update Qualifier "6 7.
.(n# "-P) Always Open ofn - -Po -O0), Nn"¥Wn €6 nen .<Enter> sp .(nd¥ ”-P) Always Open "6 8.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firnuare Local Update Qualifier]
>

Intel(R) ME Features Control

Intel(R) ME Power Control r
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[=] ALWAYS OPEN

[ 1 NEVER OPEN
[ 1 RESTRICTED

.<Enter> sp .(Intel ME ¥ -K-m $06) Intel ME Features Control "6 9.

Intel(R) Management Engine BIOS Extension v3.8.2. 8084
Copyright (C) 2683-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firnvare Local Update Qualifier
Intel(R) ME Features Control [
Intel(R) ME Pouer Control 3
Return to Previous Menmu

[ESCI1=Exit [t41=Select [ENTERI=Access

-P26 nE”O .Intel AMT offp Nn"¥n €O nen . W-PENPN NN-NIKN OBW D005 - pik—m . (R-pEk-mZ K-mZ"8) Manageability Feature Selection afp ne®p -Pap  01.
s N-DIKD R R o e (28) None



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1

Manageability Feature Selection|

Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[#]1 Intel(R) AMT
[ 1 ASF

.<Enter> sp .(Rsn-sp &P n“”) Return to Previous Menu 76 11.

Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. A1l Rights Reserved.
[ 1

Manageability Feature Selection

Return to Previous Menul

[ESCI1=Exit [t41=Select [ENTERI=Access

.<Enter> sp .(Intel ME & ®#W"” $6) Intel ME Power Control "6 21.



Intel(R) Management Engine BIOS Extension v3.8.2. 8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firnware Local Update EuaEllrer
Intel(R) ME Features Control

Return to Previous Menu

[ESCI=Exit [t41=3elect [ENTER1=Access

.Desktop: ON in SO, S3, S4-5 affn &n"¥n €O nen .("sWnRnKIPOBWO ROP-# Intel ME) Intel ME ON in Host Sleep States afn pa®p -Pap  31.
.(SO -@p :ralR"™-) Desktop: ON in SO p#p &n"#Wn €O nep ,nm-WKNW'mMIlB - E-Star & —W{-T¥ —B -00, :nn ﬂ
Intel (R) Management Engine BIOS Extension v3.8.2.8804
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States|

Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[ 1 Desktop: ON in SB
in S8, S3
in S8, S3, S4-5
in , ME HoL in
in 58, ME Mol in §3, S54-5
in 58, 53, S4-5, After Power Loss
in 88, ME HoL in $3, S4-5, OFF After Power Loss

.<Enter> sp .(Rsn-sp €PN p“”) Return to Previous Menu "8 41.



Intel(R) Hanagement Engine BIOS Extension v3.8.2.0084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t41=3elect [ENTER1=Access

.<Enter> sp .(Rsn-sp &P n"”) Return to Previous Menu 76 51.

Intel(R) Managenent Engine BIOS Extension v3.8.Z2.0084
Copyright (C) 2683-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Euallirer
Intel(R) ME Features Control

Intel(R) ME Power Control b

Return to Previous Menyl

[ESCI1=Exit [t41=Select [ENTERI=Access

WD Rsl), [ OB DBOW WS- (DWAR-D Intel ME & p-B 1,¢0s) Intel ME Configuration Conpl ete nlu-nno ofB% &Wn .ME -B o - - MEBx nep# o8 61.
.Intel AMT -nep & n-Bp o H-OsN €-Po2O ,ME & p-Bp H,¢Os

SMBaaN Intel AMT —Po :Intel AMT N p—-B 0,¢0s

:RSSEN RSB OBO , DA W-PENPO Intel AMT & n—-Bn 0,0s —nen o Pol ¢nm

.MEBXRHGQNIpn <Ctri><p> s [ Dell & -o-Rp GP#amn ,R-"on GIRN GRNWO- " wWnoRDPn 1.
.nn"n Intel ME WFEF o R'n . pWFEFNosOWN NN nOAP-W 2.
.<Enter> s .(Intel ME & p-B 0:#6s) Intel AMT Configuration ”© 3.



Intel(R) Hanagement Engine BIOS Extension v3.8.2.0084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=3elect [ENTER1=Access

.<Enter> s .("oW Rs) Host Name "6 4.
.<Enter> sp .n" Intel AMT &%-00, "¢ RsriNsn ,RFWFSN 5.

AP -NS-no O™ RSO 0N M IP -n ©-mO Rs—sWO "o —WO Wni RIIK .0 N-Prh "oW Rs RIfo an- RI—I-NR-I-KIE"94Rs

Intel(R) Management Engine BIOS Extension v3.8.2.08084
Copyright(C) 28083-87 Intel Corporation. A1l Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Computer host nane

[ESC1=Exit [ENTER]=Subnit

.<Enter> sn .TCP/IP "6 6.
: (9O (WD KIZ-BWN NO-no OFE W NDAP- NeON N-PN - 7.

Di sabl e Network Interface: (Y/N) 1
((®2/12) :nw1 punn 2701)

.<n> sp

.n=Pnn menn Rsp NN e e peon oS- ol -—n —Ps ¢n-" .——n s TCP/IP -nep- —-NE-KW —s"-%Wn Intel AMT -pi-rhn RE-KW p Rsa



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Host Nane

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER1=Access

Disable Network Interface: (Y/N)

[ DHCP Enabl e] Disable DHCP (Y/N) 1

.<n> sn

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 28@3-87 Intel Corporation. All Rights Reserved.
[ ]

Host Nane

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESC1=Exit [t4]1=5elect [ENTER]=Access

[DHCP Enabled]
Disable DHCP: (Y/N)

(017N Dw) Domain Name 1

.nnO Rs-"n Rs a nisp



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Host Nane

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firnware Update

Domain name

[ESCI1=Exit [ENTER]1=Submit

.<Enter> s .(nsPFoRsen) Provision Model "© ,€fPn¥W 8.
:DiP-peen O 9.

[Intel (R AMI 3.0 Mde] [Enterprise] change to Small Business: (Y/N 1
((82/12) :1vp pov? 92md [31298] [Intel (R) AMI 3.0 1¥n]

<y> spn

Intel(R) Management Engine BIDS Extension v3.8.Z2.8084
Copyright (C) 20@3-87 Intel Corporation. All Rights Reserved.
[ ]

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

S0L/IDE-R

Secure Firnware Update

[ESC1=Exit [t4]1=5elect [ENTERI=Access

[Intel(R) AMT 3.8 Model
[Enterprisel
Change to Small Business: (Y/N)

Nn"W 70N 0”7 na ,nsPFo-fono KOO .uBZN & Nn"Wn CONR ©”Wn o "W - -Pa .(nsPFo-B) Un-Provision -Pap &0, eln  01.
.<Enter> sN1.VLAN "© G@Pn¥ 11.
[DgP-peSn N 21.

[ VLAN D sabl ed] Enable VLAN. (Y/N) 1

.<n> sn
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Intel(R) Management Engine BIOS Extension v3.0.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER]=Rccess

[VLAN Disabled]
Enable VLAN: (Y/N)

.<Enter> sn .SOL/IDE-R "6 31.

Intel(R) Management Engine BIOS Extension v3.8.Z2.0084
Copyright (C) 2083-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

Secure Firmware Update

[ESCI1=Exit [t41=Select [ENTERI=Access

10N (WD KIZ-BWN NO-no OFE "W NDAP- neON N-pn - 41.

[Caution] Systemresets after configuration changes. Continue: (Y/N) 1
((2/2) :7UnN .N11¥N2 DTT11NW OMR? DIIRN NOwnNA [ARINN])

<y> spn



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/I1DE-R

Secure Firnware Update

[ESC]=Exit [t41=3elect [ENTER]=Access

[Caution]
Systen resets after configuration changes
Continue: (¥/N)

(Mo o1 wnnun Dw) User name & Password 1
.<Enter> sp LM "oN- (P-oW) Enabled "6
.MEBXx - s—"% nffe n@n D3N RnKW s NE-KW - —Po Rsa .WebGUI -n¥W —oWF(F- Rs{lwW JCF-ni Pow - —Po

Intel(R) Hanagenent Engine BIOS Extension v3.8.2.086084
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ITE-R

Secure Firmnware Update

[ESCI=Exit [t41=Select [ENTERI=Access

Username & Passuord
[ 1 DISABLED

[%] ENARLED

(n'nipn nwa "19 2Y "11V) Serial Over LAN 1

.<Enter> sp LM "oN- (P-oW) Enabled "6



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

Secure Firnware Update

[ESC]=Exit [t41=3elect [ENTER]=Access

Serial Over LAN
[ 1 DISABLED

[«] ENABLED

(IDE 20 w7mn 211°1) | DE Redirection 1
.<Enter> sp LM "oN- (P-oW) Enabled "6

Intel(R) Managenent Engine BIOS Extension v3.8.2.086084
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Host Nane

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESC]=Exit [t41=8elect [ENTER1=Access

IDE Redirection
[ 1 DISABLED
[*] ENABLED

.(P-9W) Enabled afn ®Nn"wWn £6 nep .("&©-sWs-ml,) Secure Firmware Update afp na®p -Pap  51.



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 28@83-67 Intel Corporation. All Rights Reserved.
[ 1

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update|

Set PRIC

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ 1 DISABLED,

[«] ENABLED

.Set PRTCH)a¥) 61.

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2@83-87 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnvare Update

Set PRIC

Enter PRIC in GMT(UTC) format (YYYY:MM:DD:HH:MM:SS)
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